DISCLAIMER

“This program is designed for educational and professional skill development purposes only and does
not provide any government detective license or law-enforcement authority.”

This training program specially desighed by combining

Ethical Hacking + Cyber Security + Cyber Crime Investigation

(100% Job Placement Assistance)

PROGRAM INTRODUCTION:

This practical-oriented program is designed to train students in Cyber Intelligence, OSINT
Operations, Digital Investigation Techniques, Threat Intelligence, Criminal Profiling, and
Real-World Cyber Crime Defence.

Students will learn how cyber criminals operate, how digital intelligence is collected, how
online threats are identified, and how cybercrimes can be prevented through intelligence-
driven investigations.

CAREER OPPORTUNITIES:

Students can prepare for roles such as:

Ethical Hacker, Cyber Security Analyst, Linux System Administrator, Digital Forensic
Investigator, Threat Intelligence Analyst, Incident Response Analyst, Vulnerability
Assessment Analyst, Security Consultant, Red Team Operator & Blue Team Analyst.

COURSE STRUCTURE:

Fee:X3,800 | Duration: 1 Month (Practical Training) | Timing: 09 PM (Mon-Fri)
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Contents

Specialized Cyber Crime Investigation Techniques Included

Module 01: Foundations of Cyber Intelligence

Intelligence Lifecycle & Information Collection Operations
Cyber Threat Landscape & Criminal Behaviour Analysis
Intelligence Assessment & Decision-Making Methodologies
Strategic Cyber Investigation Framework Development

Module 02: OSINT Intelligence Operations

e Open-Source Intelligence Collection & Verification Techniques

e Advanced Search Intelligence & Information Discovery Operations
e Domain, Website & Infrastructure Intelligence Analysis

e Public Records & Digital Information Investigation

Module 03: Social Media Intelligence (SOCMINT)

e Social Media Intelligence Gathering & Behavioural Analysis
e Online Identity Verification & Profile Attribution Techniques
e Fake Profile Detection & Impersonation Investigation

e Social Network Mapping & Relationship Intelligence Analysis
Module 04: Digital Footprint Investigation

e Digital Identity Tracing & Online Presence Analysis
e Email, Username & Contact Intelligence Investigation
e Metadata Extraction & Digital Evidence Correlation
e Digital Footprint Mapping & Attribution Techniques

Module 05: Threats Intelligence Operation

e Threat Actor Profiling & Adversary Behaviour Analysis

e Indicator of Compromise (IOC) Intelligence Investigation

e Phishing, Scam & Fraud Infrastructure Intelligence Collection
e Threat Monitoring & Intelligence Correlation Operations
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Module 06: Dark Web & Deep Web Intelligence

e Deep Web & Dark Web Intelligence Collection Techniques
e Data Breach Monitoring & Leak Intelligence Analysis

e Underground Threat Actor Tracking & Investigation

e DarkWeb Risk Assessment & Threat Identification

Module 07: Cyber Fraud Intelligence

Financial Fraud & Online Scam Investigation Techniques
Fake Loan App & Investment Fraud Intelligence Analysis
Social Media Fraud & Sextortion Investigation Operations
Cyber Blackmail & Digital Extortion Intelligence Collection

Module 08: Real-World Cyber Crime Case Analysis

e Cyber Crime Case Assessment & Investigation Planning
e Digital Evidence Collection & Intelligence Documentation
e Incident Analysis & Intelligence Correlation Procedures
e Professional Investigation Reporting & Case Presentation

Final Practical Project

e Real-World Cyber Intelligence Investigation Exercise

e Threat Intelligence Report Development & Documentation
e Digital Profiling & Attribution Investigation Project

e Cyber Fraud Intelligence Case Analysis & Presentation

CERTIFICATION:
Certified Cyber Intelligence Specialist (CCIS)

ISO 9001:2015 Certification
Issued by Spyriot Security Pvt. Ltd.
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